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Detecting Colluding Blackhole and Greyhole
Attacks in Delay Tolerant Networks

Thi Ngoc Diep Pham and Chai Kiat Yeo

Abstract—Delay Tolerant Network (DTN) is developed to cope with intermittent connectivity and long delay in wireless networks. Due
to the limited connectivity, DTN is vulnerable to blackhole and greyhole attacks in which malicious nodes intentionally drop all or part of
the received messages. Although existing proposals could accurately detect the attack launched by individuals, they fail to tackle the
case that malicious nodes cooperate with each other to cheat the defense system. In this paper, we suggest a scheme called
Statistical-based Detection of Blackhole and Greyhole attackers (SDBG) to address both individual and collusion attacks. Nodes are
required to exchange their encounter record histories, based on which other nodes can evaluate their forwarding behaviors. To detect
the individual misbehavior, we define forwarding ratio metrics that can distinguish the behavious of attackers from normal nodes.
Malicious nodes might avoid being detected by colluding to manipulate their forwarding ratio metrics. To continuously drop messages
and promote the metrics at the same time, attackers need to create fake encounter records frequently and with high forged numbers of
sent messages. We exploit the abnormal pattern of appearance frequency and number of sent messages in fake encounters to design
a robust algorithm to detect colluding attackers. Extensive simulation shows that our solution can work with various dropping
probabilities and different number of attackers per collusion at high accuracy and low false positive.

Index Terms—Blackhole attack, greyhole attack, flooding attack, collusion, encounter record, DTN

1 INTRODUCTION

ELAY Tolerant Network (DTN) [1], [2], [3] has been

developed as the solution to challenging networks
characterized by intermittent connectivity, long delay or fre-
quent disruption. DTN makes use of hop-by-hop routing
and the store-and-forward paradigm to overcome the lack
of end-to-end paths. DTN has been widely embraced for
many practical applications such as interplanetary networks
[4], sensor networks in extreme environment [5], [6], low-
cost Internet connection to isolated areas [7] and high-speed
vehicular network [8].

DTN is threatened by various attacks, including black-
hole and greyhole. Blackhole attackers drop all the received
messages even if they have enough buffer storage. Greyhole
attackers drop a fraction of received messages to avoid
arousing suspicion and detection from other nodes. The
dropping misbehavior will decrease the overall message
delivery and waste the resources of intermediate nodes that
have carried and forwarded the dropped messages. The
lack of continuous path and limited connectivity resources
in DTN make the detection of these attacks more challeng-
ing than that in a well-connected ad hoc network.

Blackhole and greyhole attacks in DTN have been stud-
ied in [9], [10], [11], [12], [13], [14], [15]. Chuah et al. [9], [10]
require trusted ferries to check if nodes arbitrarily increase
their delivery probabilities to absorb more data, which is
preliminary to the dropping attack. Gao et al. [11] depends
on a trusted authority to investigate nodes based on the
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evidences of forwarding tasks, contact opportunities and
actual forwarding behaviors. Li and Das [12] designs a
trust-based framework in which the message forwarding
behavior is acknowledged and rewarded with reputation.
Lietal. [13], Guo et al. [14], and Li and Cao [15] make use of
nodes” encounter records to detect or mitigate the impact of
the attack.

While the schemes mentioned above can detect individ-
ual attackers well, they cannot handle the case where attack-
ers cooperate to avoid the detection. For example, in an
individual detection scheme, nodes are evaluated by their
histories of encounters with other nodes, i.e., encounter
records. A node is judged as malicious if its forwarding
ratio, which is the ratio between the total number of sent
and received messages, is lower than a threshold. This
works since attackers tend to drop received messages
instead of sending them out. However, if attackers cooper-
ate to boost the forwarding ratio by creating forged encoun-
ter records for each other, they can avoid being detected by
the scheme. We call this attack as collusion attack. As shown
in Fig. 1a, n3 can detect m as malicious when judging its
authentic records with n;, ny. However, Fig. 1b shows that
by colluding with m’, m can produce fake records to trick n;
to judge it as normal.

Unlike most of the previous works, in this paper, we pro-
pose a scheme, Statistical-based Detection of Blackhole and
Greyhole (SDBG), which can detect both individual and col-
lusion attacks with high accuracy. SDBG is designed based
on the following observations. To detect individual attack,
the forwarding ratio defined above can be used. Moreover,
attackers tend to send out their own messages rather than
messages of other nodes. We can thus enhance the individual
detection accuracy by further observing the number of self-
sent messages. In collusion attack, since attackers need to fre-
quently create fake encounter records to boost the forwarding
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Fig. 1. Examples of attacks and detection schemes. n;, ns, n3 are nor-
mal nodes. m and m’ are malicious nodes.

ratio metric, their number of sent messages can be high. This
observation enables us to detect collusion attack.

We illustrate in more details how SDBG detects collusion
attack in Fig. 1c. To persistently avoid the detection, m and
its colluder m’ have to create a large number of forged
records. To compensate for dropping messages received
from n; and ny, these fake records have to include high
number of sent messages. When it encounters n3, m submits
the forged record window which includes contacts with n,,
m/, ng and m'. By observing the high encounter frequency
and number of sent messages between m and m/, ns sus-
pects m’ as colluder of m. To confirm that, ng can exclude
the suspiciously fake records between m and m' from the
submitted history of m. In this way, it will obtain m’s actual
encounter history which includes contacts with n;, ns only.
The real forwarding ratios inferred from the authentic win-
dow allow n3 to detect m as malicious.

Motivated by those observations, we design a detection
scheme which involves two processes: individual and collu-
sion detection. Upon encounter, nodes exchange encounter
records and use them to judge each other as malicious or
not. First, the judging node implements the individual
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detection algorithm. It computes the forwarding metrics of
the judged node and compares them against predefined
thresholds. If the thresholds are violated, the judging node
decreases the trust in the judged one. Otherwise, the judg-
ing node continues with the process of collusion detection
which involves two phases: suspicion and confirmation.
The first phase lists the suspicious colluders with the judged
node. Nodes are suspected if the total number of messages
they receive from the judged node is abnormally high.
However, normal nodes, who have close relationship with
the judged node, may also encounter and exchange mes-
sages a lot with it. To avoid the misjudgment, the second
phase is introduced to verify the suspicion. In this phase,
the judging node omits the encounter records between sus-
picious colluders and only uses the remaining records to
assess the judged node’s forwarding ratios.

To validate our scheme, we implement extensive simula-
tions in ONE simulator. Simulation results show that SDBG
works for a wide range of dropping probabilities in various
settings of colluding attackers and different routing proto-
cols. SDBG achieves a detection rate of at least 70 percent
with false positive rate below 1.6 percent. Compared to state-
of-the-art schemes [14], [15], SDBG can detect collusion
attack with higher accuracy and lower false positive rate.

The rest of the paper is organized as follows. Section 2
describes the system model. Sections 3 and 4 explain
the detection approach of individual and collusion attack
respectively. The simulation results and evaluations are pre-
sented in Section 5. Section 6 summarizes the existing works
against blackhole and greyhole attacks in DTN. Section 7
concludes the paper.

2 SysTem MODEL

In this section, we introduce the system setting under DTN
scenario and describe the behavior model of normal nodes
and individual attackers.

2.1 Mobile Node Model

We consider the DTN mobile network scenario which
involves mobile nodes communicating in ad-hoc mode with
wireless technology such as Wi-fi. We assume a trusted
authority with the right to assign each node a unique identi-
fier and a pair of public and private keys. Nodes are
assumed to know the public keys of each other so that they
can authenticate messages signed by others.

Under the above settings, we model the general behav-
iors of nodes as follows. When two nodes encounter and
exchange messages, each of them generates an Encounter
Record (ER) and stores it in its own storage. The ER includes
the identities of two nodes, the ER sequence numbers
assigned by them, the encounter timestamp and the lists of
sent and received messages between the two parties and
their signatures.

To ensure that nodes agree on the encounter timestamp
in ER, the network is loosely time synchronized. This means
that the time is divided into slots of equal duration. At any
one time, any two nodes have their local clock times falling
in the same time slot. Given that in DTN which is often
characterized by sparse nodes and infrequent encounters,
the inter-contact time is usually in minutes if not hours. We
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can set the time slot to any length that is suitable for the
DTN concerned. The time slot can therefore be in duration
of minutes.

Suppose the two nodes i and j with respective identifiers
ID; and ID; meet each other. The record ER; generated by
node i is formatted as follows:

ER; = <ID;, 1Dy, sn;, sn;,t,SL;, RL;>
MR, = <ID,,,SRC,,, DST,,>

SL; = {MR,, |t sends message m to j}

RL; = {MR,, |i gets message m from j}

ER; = ER;, sig;, sig;

where sn;, sn; are the sequence numbers assigned to the ER
by node i and j respectively; ¢ is the encounter time (in units
of time slots); sig;, sig; are their signatures over the content
of ER; using their respective private keys. SL; and RL;
denote the lists of message records that node ¢ sends to and
receives from node j respectively. Each message record
(MR) contains three fields: the identifier of the message, the
identifier of the source node who generates the message
and the identifier of the destination node to whom the
message is destined. A node assigns its new ER with the
sequence number of its latest ER incremented by 1.

Due to possible storage limitation, each node only keeps
a window of w most recent encounter records and presents
them to the neighbors. Each node maintains the meeting list
(ML) to store the summary information for other nodes
based on their encounter histories. For each node j that 4
previously encountered, ¢ creates a meeting summary
MS) ]WS;. for 5 which includes the identification of j, the
sequence number and timestamp of the latest encounter
record of node j and j's trust reputation. Each entry JWS;. is
formatted as follows:

AMS; = <UIDj,latest_sn;, latest_t;, TR’; >

where ID; denotes the identifier of node j, latest_sn; and
latest_t; are the sequence number and contact time of the
latest encounter record of node j known to i. Node i can
learn this information when it meets either node j directly
or some other node & who has a recent encounter record
with j. TRj- represents the most updated trust reputation of
node j judged locally by node i. When two nodes first meet,
they can set the initial reputation TR;,;; for each other.

2.2 Individual Packet-Dropping Attack Model
Individual adversaries launch the attack by dropping mes-
sages and manipulating their own ER histories. An attacker
first receives messages from other nodes but later drops
them with a certain probability. Blackhole attacker drops all
received messages (dropping probability = 100%) while
greyhole attacker drops partially (dropping probability
lower than 100 percent). The dropping occurs even if the
attacker still has enough buffer to store messages.

To conceal its dropping misbehavior, an attacker may
manipulate its own ERs history to obtain an encounter
record window beneficial for itself to present to other nodes.
In Fig. 2, for example, the malicious node m has an actual
series of encounter records A, B, C, D with respective
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Fig. 2. Manipulation strategies of attackers.

<sequence number, timestamp> of <1, 10min>, <2, 20min>,
<3, 30min> and <4, 40min>. If the adversary wants to
delete the unfavorable ER C with sequence number 3, it can
use one of the following three manipulation strategies:

1)  Skipping ER sequence number. m deletes the ER C' and
does not generate any other ER using the sequence
number 3.

Reusing ER sequence number. m deletes the ER C' and
uses the sequence number 3 to generate another ER
FE <3, 50min>.

Holding back unfavorable ERs. m uses the same
sequence number 3 to generate different ERs: C' <3,
30min> and D <3, 40min>. After achieving a favor-
able ER, it will update the sequence number to gen-
erate new ERs.

2)

3)

3 DETECTING INDIVIDUAL ATTACKERS

Individual adversaries may have two misbehaviors as pre-
sented in Section 2.2. Both misbehaviors leave some traces
that we can exploit to design the defense method. When
manipulating ERs, attackers violate the consistency rules of
creating encounter records. When dropping messages, mali-
cious nodes only relay parts of the messages they receive
and prefer sending messages for themselves to sending for
other nodes. We can design proper forwarding ratio metrics
that reflect this observation to detect dropping.

The evaluation process is as follows. When two nodes i
and j encounter each other, node j submits a window of latest
w ERs for node i to assess its behavior and vice versa. Node ¢
will check if node j manipulated the encounter records his-
tory or dropped messages. If node j is detected as committing
either misbehaviors, node ¢ will punish it accordingly. Each
node maintains a local black list which lists malicious nodes
that it detects as blackhole or greyhole attackers.

3.1 Manipulation of Encounter Records

According to the rule of creating ER, a series of consecutive
well-behaved ERs has sequential sequence numbers.
Besides, ER with higher sequence number has a bigger time-
stamp. However, adversaries using the first two strategies
violate either rules as seen in Fig. 2. In the first strategy, the
new ER history has the series of sequence number = 1,2,4
which is not sequential. In the second strategy, the new ER
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Fig. 3. Detecting inconsistent assignment of ER sequence number.

history has the series of time stamp = 10, 20, 50, 40 which is
not monotonically increasing. When the manipulated ER
window is presented to a neighbor node in later encounter,
the misbehavior is easily detected.

The process of detecting the strategies 1 and 2 is as follows.
Upon encountering node j, node 7 obtains j's encounter his-
tory window and examines if the records follow the sequence
and timestamp order. Besides, node ¢ can also cross-check
each node k that j encountered within the window. The
encounter record between j and % will have its sequence
number sn assigned by £ and timestamp ¢ be checked against
latest_sny, and latest_t;, recorded in node i’s meeting list. If
any node violates the rules, node 7 will blacklist them.

In the third strategy, the produced manipulated ERs his-
tory is A, B, D which abides by both sequence number and
timestamp rules. Thus the neighbor cannot discover the
manipulation at all if it depends on the ER window pre-
sented by m only. However, the misbehavior leads to the
inconsistency that at least two different records C' and D
have been assigned with the same sequence number by m.
Fig. 3 illustrates how a normal node % can discover a mali-
cious node m who uses the same sequence number 3 to cre-
ate ERs C' and D with two nodes ¢ and j. In Fig. 3a, upon
encountering ¢, k notes and records that m has assigned the
sequence number 3 to an ER with i when it processes i’s ER
history. If later on, k also encounters j, it will discover that
m has also assigned the sequence number 3 to the encounter
with j. m is thus detected as malicious. Another variation of
the detection process is shown in Fig. 3b where node m itself
encounters node k. Upon meeting ¢ and m and checking
their submitted encounter history, node k can also detect
that m has used the same sequence number 3 in both
encounters with 7 and j.

We exploit this observation to detect the third strategy as
follows. When each node i receives and processes an ER his-
tory of a neighbor j, it records the sequence number assign-
ment by other nodes, not only by j but also by those
encountering j. In this way, each node i has a global view of
sequence number assignment over the network so that it
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can inspect if any sequence number inconsistency exists.
Once detected, the malicious node committing the inconsis-
tency is blacklisted. The process does not incur additional
communication overhead and only requires a small storage
of sequence number history.

3.2 Dropping Misbehavior

Attackers might receive a lot of messages but only relay a
small portion of them as the rest have been dropped inten-
tionally. Among the messages sent out by selfish attackers,
a large portion are messages generated by themselves as
they drop others’” messages but keep their own. Based on
these observations, we define the metrics named relaying
ratio RR and self-forwarding ratio SF'R that can potentially
reveal the dropping misbehavior as follows:

_ Ngs
- bl
Npns

RR

where Npg is the total number of messages that j received
and already relayed by forwarding to another node; Ny is
the total number of messages that j received as a relay (not
the ultimate destination) but j has not sent out yet,

Nself_scnd

SFR = ,
N, send

where Nyt sena is the total number of messages that are
generated and sent out by node j; N, is the total number
of messages sent out (regardless of the message source). It is
noted that Nps, Npys, Neeif_send, Noena are calculated over all
the encounter records in node j's ER window.

Due to the dropping misbehaviors, malicious nodes often
have lower RR and higher SFR than well-behaving nodes.
After obtaining the two metrics, node ¢ compares them with
predefined thresholds to take corresponding action towards
updating the reputation for node j. If RR falls below the
threshold Thgp, the reputation of node j judged by node :
will be decreased by y. If SFR exceeds the threshold Thgpg,
the reputation of node j is further reduced by p. However, if
both thresholds are not violated, node j will have its reputa-
tion increased by A. All the thresholds are chosen empiri-
cally using simulations.

The node whose reputation exceeds threshold Thggg
are trusted and given higher priority to receive messages
while those whose reputations fall below threshold Th,,,
are blacklisted and isolated. Upon encountering a black-
listed node b, a normal node n will not exchange messages
with it. However, node n still acquires the encounter record
history of node b to obtain its measures SFR and RR. After
collecting these metrics for some time and observing that
the blacklisted node keeps behaving well, node n can allow
node b back to its friend list but resets the initial trust repu-
tation for b to be lower than TR;,;;. The purpose of this for-
giving policy is to give the malicious nodes a second chance
to change their behavior. Besides, it prevents the network
from totally isolating the normal nodes who have been
judged wrongly as malicious nodes.

An attacker that purely drops messages can be
detected as presented above. An attacker that not only
drops messages but also individually manipulates ERs
might achieve a favorable ER history window to avoid
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TABLE 1
Notations

Given a node j and its encounter window ERW which includes
several recent encounter records, the following parameters are
defined for node j and the window ERW

Ngs

Total number of messages that node j has
received and already relayed within its
encounter window

Total number of messages that node j has
received as a relay but has not sent out yet
within its encounter window

Total number of messages that are generated
and sent out by node j within an encounter
window

Total number of messages that are sent out
by node j within an encounter window
Relaying ratio, defined by the ratio of Nyg
over Npys

Self-forwarding ratio, defined by the ratio of
Nsclf_send over Nsend

Threshold of relaying ratio. If node j's relay-
ing ratio is below this threshold, its reputa-
tion is punished

Threshold of self-forwarding ratio. If node j's
self-forwarding ratio is above this threshold,
its reputation is punished

Npns

Nscl f-send

Ns‘end
RR
SFR

Thrr

Thsrr

violating the thresholds of RR and SFR metrics. How-
ever, the manipulation misbehavior can be detected by
the scheme in Section 3.1.

4 DETECTING COLLUSION ATTACKERS

An advanced technique of blackhole and greyhole attackers
is that they collude with each other to conceal their misbe-
haviors. In the presence of collusion, the detection of indi-
vidual attack suggested in Section 3 is not effective any
more. In this section, we first present the collusion attack
model to illustrate how colluders cooperate to avoid the
detection. We then explain the proposed scheme to deal
with the collusion. Table 1 summarizes the notation of the
parameters.

4.1 Collusion Packet-Dropping Attack Model

In collusion attack, adversaries cooperate so that they can
counter against our individual detection scheme proposed
in Section 3 and avoid being detected as individual attack-
ers. We assume that colluding attackers consistently misbe-
have over time without switching their behavior between
malicious and normal states. We will discuss behavior-
switching attack in Section 4.4.

The strategy for an adversary is creating fake encounter
records with its colluders to manipulate its own metrics RR
and SFR. Colluding attackers are assumed to know the pri-
vate keys of one another and freely use them to sign fake
encounters to make them appear authentic. When the mali-
cious nodes need to forge encounters, they need to determine
the parameters for the fake encounters such as number of
sent and received messages, encountered peer ID.

Suppose a malicious node m currently has its ER win-
dow denoted as ERW = {ER;,... ER,}. Node m’s corre-
sponding parameters Npys, Nrs, Nsend, Nseif_send, RR, SFR
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can be inferred from ERW as shown in Section 3. A mali-
cious message-dropping attacker is likely to have its metrics
RR and/or SFR violate the thresholds:

Ngs

RR =
Ngns

< Thgr

SFR — Nself,send S ThSFR~
send

The violation of either rule causes m’s reputation to be
punished by others. To avoid punishment, m needs to forge
an ER so that the dropped portion is compensated and the
new metrics over all its manipulated ER history are out of
the abnormal range defined by the thresholds.

Denote the newly forged encounter record’s parameters
as: number of messages sent for itself nycr_sena, NumMber of
sent messages 7,4, Number of received messages 7 ccy.
Suppose this fake ER makes the total number of messages
received but not relayed (over the new encounter record
window) increase by npng and the number of messages
received and relayed increase by ngs. To hide the violating
metrics, m has to choose the parameters such that:

RE — Nps + nrs

= > Thgrr
Npns + nrns

(1)

Nself_send + Nsel f _send
Nsen,d + Nsend

SFR = < Thsrr. 2

Attacker first needs to choose ngrs, MrNS, Mseif_sena and
Nseng for the forged record to satisfy the conditions of Eq. (1)
and (2); then it creates fake sent and received lists, SL and
RL, to fit those chosen parameters.

Next, the attacker needs to choose the encounter peer node
for the forged record if it has multiple colluders. It can choose
the fake encountered peer as the one that it creates the least
number of forged encounters in its ER history window. In
this way, the misbehaving node can minimize the encounter
frequency with each colluder and avoid raising suspicion
from the network. Finally, m can insert the signatures of itself
and the chosen colluder over the fake encounter record.

We will show that, to satisfy the conditions of Eq. (1) and
(2), the number of sent messages in forged record n.,,s must
be lower bounded. First we assume node m simply sets
Nself_send t0 0 and e, to 0. As a result, nryg = 0 and ngg <
Ngend- The fake metrics RR' and SFR' are formulated as:

N,
RR = Nrs + Nrs > Thin,
Npys
N sen,
SFR — L self-send < Thsrg.

Nsend + Nsend
This is equivalent to:

nrs > Thrr X Nrns — Nps

Nsend = Nsclf_scnd/ThSFR - Nscnd~
AS ngeng > nrs, we get the lower bound for ne,g

Nsend > max(Thrr X Npns — Ngs,

3)
N@elf,send/ThSFR - Neend)-
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Fig. 4. Encounter records frequency between node pairs.

If m sets Ngeif_send and nyeey larger than 0, ne,q even has to
be larger.

4.2 Analysis of Collusion Behavior
The collusion attack presented above will nullify the indi-
vidual detection scheme proposed in Section 3. We need to
explore the measures that possibly reveal the collusion
behavior. If the attacker keeps dropping received messages,
its metrics RR and SFR will be degraded continuously. To
avoid being detected, it needs to keep promoting the metrics
by creating fake encounters persistently over time. Besides,
the adversary has a low total number of relayed messages
in authentic encounters. To raise this amount and achieve
well-behaving metrics, it has to to set the forged number of
sent messages higher than a lower bound as shown in
Eq. (3). Therefore, we identify the appearance frequency
and the number of sent messages of forged encounter
records as the potential metrics to distinguish them from
authentic records. We will investigate those two metrics
and show that colluding attackers cannot hide the abnor-
mality of both metrics at the same time.

To study the metrics, we run a simulation which involves
15 mobile nodes whose identifiers are numbered from 1-15.
The first six nodes are chosen as attackers and they pair to
collude (following the collusion model described earlier):
(node 1-2), (node 3-4), (node 5-6). In Fig. 4, we plot the
global view of encounter frequencies of all node pairs in the
color matrix. The darker square means a higher value of
encounter frequency for the corresponding pair. Fig. 4a
shows the case where fake ERs forged by colluding pairs
are excluded from computing the ER frequency. In general,
it is hard to distinguish malicious pairs from normal ones.
In Fig. 4b, however, malicious pairs can be easily identified
when fake ERs are included in computing the ER frequency.
A similar trend can be found in Fig. 5 which plots the global
view of average number of sent messages. The darker
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square means a higher value of sent messages number for
the corresponding pair. Hence, encounter frequency and
number of sent messages can be used as promising metrics
for collusion detection.

It is noted that the collusion attackers cannot manipulate
fake ERs and hide the abnormal pattern of both metrics at
the same time. A malicious node can manipulate its for-
warding ratio by creating one single fake ER with number
of sent messages 7., and the risk is that n.,¢ might be sus-
piciously high. Alternatively, the attacker can create more
than one fake records, say [ fake ERs with the corresponding
number of sent messages n1, ... n;. As both ways are equiva-
lent to promoting the metrics, we have:

l
= E n;.
i=1

Using the latter option, the attacker can successfully reduce
the number of sent messages per fake encounter (i.e. ny,...
n; <ngenq) to a non-suspicious range. However, it has to
raise the number of fake encounters from 1 to [ instead.
Based on this observation, we suggest a combined metric
that accounts for both the number of sent messages and the
encounter frequency as follows. Given an encounter win-
dow ERs of node j, for each node & recorded as encounter-
ing j in ERs, denote freqé? as the number of encounters

Nsend = N1 + -+

between j and k appearing in ERs, send;‘f as the total num-

ber of messages sent from j to k over the window. The met-

ric FXS is defined as
FXS;c = freqf X send';.

If j and k are colluders, FXS} reflects the abnormality of
fake encounters between them; thus FX, S]kf should be abnor-
mally high. This is demonstrated in Fig. 6 which shows the
histogram distribution of FXS in forged encounters and
authentic encounters. As seen in the figure, most authentic
encounters have FXS as low as 1,000 while forged encounters
normally have FXS as high as 2,000 or more. The metric F.X.S

of forged encounters is often much higher and can be differ-
entiated from that of authentic encounters using threshold.

4.3 Detection of Collusion

We make use of the above analysis to design the collusion
detection scheme. When node 7 encounters node j, node
¢ checks if node j has launched the collusion message-
dropping attack in a 2-phase process: suspicion and
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Fig. 7. Filtered metrics of nodes in suspicious list.

confirmation. The first phase produces a list of suspicious
colluders based on the FXS metric. The second phase is
required to avoid false accusation of the suspected node
who has high FXS metric because it actually has many
encounters and exchanges many messages with node j.
Suspicion. In the first step, node i uses the ER history win-
dow provided by node j to infer the list of nodes that j has
met in the window and the corresponding FXS metric. If
the metric FX S]A exceeds a defined threshold Thrxg, node k

will be added to the suspicious list as it possibly colludes
with j. Once suspected, step 2 is triggered to start the verifi-
cation process.

Confirmation. In this step, the ERs of node j along with
each node k in the suspicious list will be filtered from the
current ERs window. Then the evaluation process described
in Section 2.2 is implemented on the newly obtained ERs
window, i.e., the suspiciously fake records will not be con-
sidered in the computation. This filtered window will have
its relaying ratio RR’ and own forwarding ratio SFR' calcu-
lated and checked against the threshold Thrr and Thspg. If
the thresholds are violated, the same penalty is meted out to
node j and to the corresponding node in the suspicious list.

Fig. 7 shows how the filtered RR and SFR are distributed
for malicious nodes and normal nodes in the suspicious list.
As seen in the figure, malicious nodes have lower RR and
higher SFR than normal nodes though all of them get sus-
pected due to abnormal FXS metric. It demonstrates that
the filtered metrics can be well exploited to differentiate
malicious and normal nodes.

We summarize how the collusion detection is integrated
with the individual detection in Algorithm 1.

4.4 Special Case: Collusion Behavior-Switching
Attack

To reduce the false positive rate, we incorporate the reputa-
tion approach into our detection scheme. Given a node n
encountering a node k, if n judges k as well-behaving, n
rewards k by increasing its reputation. Otherwise, n pun-
ishes k by reducing its reputation instead of immediately
blacklisting k. Only if n could observe the repeated misbe-
havior of k over time which leads to very low reputation of
k, then n will blacklist k.

However, malicious nodes could also make use of this
feature to bypass our detection as follows. Suppose a nor-
mal node takes 7' time units to observe and blacklist an
adversary. Colluding adversaries first attack for 7' time

(c) Dropping probability 0.8 (d) Dropping probability 1.0

units before being blacklisted, then behave well for T
time units to regain their reputation before continuing to
attack. We call this misbehavior the collusion behavior-
switching attack.

Algorithm 1. Algorithm of node i evaluating node j

Require: current ER window of node j = ERW
Require: dropping = false, collusion = false
Require: parameters Thrr, Thsrr, Thrxs, v, p, A {individual
attacker detection}
: Calculate the metrics RR and SFR from ERW
. if (RR <Th[{/.g) then
TR, =TR}-y
dropping = true
end if
if (SFR > ThSFR) then
TR;=TR; - p
dropping = true
9: end if {cooperating attacker detection}
p=a

PN RN

11: for each node k that j encounter in ERW do

12:  freqr = number of times k and j encounters over ERW
13:  send, = number of messages j sends to k over ERW
14:  FXSi = freg, x sendj,

15: if (F)(S},7 > Thpxs) then

16: ERW' = ERW excluding encounter records with k&
17: Calculate the metrics RR' and SFR' from ERW’
18: if (RR' <Thpp) then

19: TR; = TRé- -y

20: TR, =TRi. -y

21: collusion = true

22: end if

23: if (SFR' > Thgrg) then

24: TR’} = TR’} -p

25: TR =TR: - p

26 collusion = true

27: end if

28: end if

29: end for

30: if (dropping == false) and (collusion == false) then

31: TR;- = TR;- + A

32: end if

It is noted that this behavior-switching attack is theoreti-
cally feasible but hard to be implemented. The detection
time 7' is different for different nodes as it depends on their
respective encounters with the malicious nodes. No doubt,
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TABLE 2
Detection Rate of ER Manipulation
EMR 0.05 0.1 0.2 0.3 0.4
Detection rate 0.98 0.99 1.0 1.0 1.0

the malicious nodes can estimate 7" but they cannot ensure
the accuracy of 7. Hence the malicious nodes are still liable
to be detected by some normal nodes.

To further suppress this attack, we design the scheme
such that reputation is hard to build but easy to lose. We
set reward smaller than punishment so that adversaries
will have their reputations dropped more quickly than
increased. Meanwhile, behavior-switching attackers need to
gain back the amount of reputation as much as the amount
they lose. As a result, they have to well-behave (for 75 time
units) longer than the attack period (for at most 7' time
units), i.e. 75 > T'. Thus the attack frequency is mitigated. In
Section 5.5, we present simulation results to show the miti-
gation effect of our scheme against this attack.

5 PERFORMANCE EVALUATION

5.1 Simulation Setup

The simulation is implemented in ONE simulator [16]. The
simulated network contains 40 nodes which can communi-
cate in ad-hoc mode using Wi-fi in a transmission range of
100 meters. They travel over an area of 4,500 m x 3,400 m,
at speeds of 10-50 km/h, using Shortest Path Map Based
Movement Model which is available in ONE to simulate the
movement of vehicles on the streets. The simulation time is
43,200 seconds (12 hours). Messages are generated at the
rate of one per 25-30 seconds. The message size is in the
range of 50 kB-1 MB. This setting is applied to all the follow-
ing experiments. For each experiment, the simulation runs
for 10 times with random seeds and the average of the mea-
sured metrics are recorded and presented.

5.2 Evaluating the Detection Performance of SDBG
We assess the detection performance of SDBG in two
aspects: detecting ER manipulation and detecting collusion
dropping. We use the following metrics for evaluation:

e Detection accuracy: percentage of malicious nodes
that can be detected by normal nodes

e Detection delay: the time taken for the misbehavior
to be detected.

e Detection false positive rate: percentage of normal
nodes that are mistakenly judged as malicious by
other normal nodes.

5.2.1 Detection of ER Manipulation Misbehavior

The total number of attackers is set to 12. Attackers hold
back unfavorable ERs to hide their dropping behaviors, as
described in Section 3.1. We only consider this manipulation
strategy because it is the most challenging to detect among
three strategies. We define ER manipulation ratio (EMR) as
the ratio of the number of manipulated ERs over all ERs for
a malicious node. We vary attackers’ EMR from 0.05 to 0.4.
Table 2 shows the percentage of normal nodes that can
detect malicious nodes. We find that most of the malicious
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Fig. 8. Detection delay of ER manipulation.

nodes can be accurately detected by all normal nodes.
Fig. 8 illustrates three measures of detection delay: (i)
min delay is the time taken for all malicious nodes to be
detected at least once by any normal node; (ii) average
delay is the mean delay over all normal nodes that can
detect the misbehavior; (iii) max delay is the time that all
malicious nodes have been detected by all the normal
nodes. The detection delay is always highest at the manip-
ulation percentage of 0.05 and lowest at the manipulation
percentage of 0.4. When the manipulation percentage
increases, the detection delay is reduced and detection
rate is increased to 100 percent. This means the more fre-
quently the attackers manipulate the encounter records,
the faster and more possibly they can be discovered.

5.2.2 Detection of Collusion Packet Dropping
Misbehavior

In this section, we evaluate the detection of collusion drop-
ping under (1) varying attacker setting (number of attackers,
collusion setting, dropping probability) and (2) varying
SDBG setting (ThRR, ﬂLSFR and ThFXS)-

Varying attacker setting. The total number of malicious
nodes is set to 6 and 12, in which they form collusions of
two, four and six members. For example, if 12 attackers
form collusions of four members, this case is represented
as 4x3, i.e., there are three groups of attackers and each
group consists of four colluding nodes. The dropping
probability is varied from 0.4 to 1. The routing protocols
used are Prophet [17], MaxProp [18] and Spray and Wait
[19]. The thresholds Thgrr, Thsrr and Thryg are fixed for
each routing protocol.

Fig. 9 presents the detection accuracy of SDBG with vary-
ing routing protocols and attackers settings. From the
figure, we have the following findings: (a) for all routing
protocols, SDBG achieves more than 70 percent accuracy,
indicating good overall accuracy performance of SDBG; (b)
when the number of colluders per group increases, the
detection rate drops. Having more colluders helps a mali-
cious node to distribute its fake ERs and hence lower the
fake encounter frequency with each colluder; (c) when the
dropping probability decreases, the detection accuracy also
drops. Less suspicion is aroused if a malicious node reduces
its dropping behavior.

We plot the false positive rate of SDBG under varied con-
texts in Fig. 10. From this figure, we find that for all routing
protocol, SDBG achieves a false positive rate lower than 1.6
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Fig. 11. SDBG’s detection time under varying attack settings.

percent. This shows that our two-phase scheme works effi-
ciently in reducing the false positive.

The minimum detection delay under the various collu-
sion settings are plotted in Fig. 11. We find that (a) for all
routing protocols, the delay decreases when the dropping
probability increases. Specifically, greyhole attackers takes
longer time to be detected than blackhole attackers; (b)
when the number of colluders per group increases, the
delay also increases since it becomes more challenging to
figure out a bigger group of colluders.

Varying thresholds setting. We fix the attacker settings as
follows: 12 attackers are divided into two groups of six col-
luders, the packet dropping probability is set to 0.5, the
routing protocol is chosen to be Prophet. We vary only one
of the three system parameters (Thspr, Thrr, Thrxs) in
SDBG at a time while the other two are fixed.

The results are shown in Figs. 12 and 13. As seen in
Figs. 12a and 13a, when Thpp is increased, the detection

(b) Maxprop

(c) Spray and Wait

accuracy is increased from 0.92 to 0.95 and the max detec-
tion time is reduced from 22,000 to 20,500 seconds; but cor-
respondingly, the false positive rate is increased from 1 to 3
percent. This is because malicious nodes tend to have lower
RR than normal nodes. If Thgrr is raised, there is more
chance that malicious nodes violate the thresholds and get
detected earlier but at the same time more normal nodes are
likely to be misjudged.

Similarly, the trend of simultaneously decreased detec-
tion accuracy, increased detection time and decreased false
positive is observed as Thgrr and Thpxg increase. This dem-
onstrates the trade-off among the three different perfor-
mance metrics when the thresholds are varied.

5.3 Comparing with Other Schemes
We compare our scheme, SDBG, with two state-of-the-art
schemes, MDS [14] and Li’s scheme [15] in the overall
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network performance when they are used to detect and pre-
vent message dropping attackers. We use the following
metrics for comparison:

e Number of wasted transmissions: number of mes-
sages that malicious nodes have received from nor-
mal nodes and then dropped intentionally.

e Delivery ratio: percentage of messages delivered to
destinations out of total generated messages

e Delivery delay: average time taken for a message to
reach the destination

We briefly summarize how the other two schemes work.
Similar to SDBG, MDS suggests statistical metrics based on
encounter history to judge nodes but it does not consider
dealing with collusion attacks. In Li’s scheme, a node is
judged as dropping messages if its current message buffer
does not include all the messages it receives and stores in its
previous contact. In collusion attack, an adversary can forge
buffer by creating fake previous contact in which it claims it
did not store or receive the dropped messages. Li’s scheme
addresses this collusion behavior by requiring each node to
keep multiple recent contact records and present them for
judgement. In this way, a normal node can see a longer con-
tact history of a malicious node which likely includes an
authentic encounter, and thus observe the messages it actu-
ally receives.

These schemes are evaluated under different scenarios
where individual attacks or collusion attacks are launched.
The number of attackers are set to 12. In individual attack,
malicious nodes attack separately and cannot forge encoun-
ter records. In collusion attack, 12 adversaries are divided

into three groups, each of which contains four colluders.
The dropping probability is varied from 0.4 to 1. The rout-
ing protocols are Prophet and MaxProp.

5.3.1 Countering Individual Attack

Fig. 14 shows the overall network performance when using
different schemes to detect individual attack. As seen in
Fig. 14a, MDS can achieve the number of wasted transmis-
sions of at most 33,000 and 9,000 for Prophet and Maxprop
respectively. The number of wasted transmission in SDBG is
at most 31,000 for Prophet and 5,000 for Maxprop. SDBG
always outperforms MDS in both routing protocols at any
dropping probability. It shows that the suggested forward-
ing ratio metrics of SDBG can work better than those of MDS.

It can be observed that in MDS and SDBG, the plot of
number of wasted transmissions has a valley point at the
dropping probability of 0.8. At low dropping probability,
the percentage of dropped messages is low but the detection
accuracy is also low, providing adversaries more time to
continue their attack. When the dropping probability is
increased, the number of dropped messages is higher but
the adversaries are detected faster and more accurately.

As seen in Fig. 14b, MDS and SDBG are comparable in
keeping the average delivery latency of at most 670 seconds
for Prophet and at most of 600 seconds for Maxprop. The
delivery latency in Li’s scheme is at least about 1,200 sec-
onds, which is about two times higher than that of MDS/
SDBG. Based on the results in Figs. 14a and 14b, Li’s scheme
can reduce the number of wasted transmission more signifi-
cantly than MDS/SDBG but the tradeoff is that its delivery
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(c) Varying Thrxs from 1600 to 3200. Fixing
ThRR to 4, ThSFR to 0.1
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(a) Number of wasted transmissions

Fig. 14. SDBG versus other schemes for individual attack.

latency is much longer. Li’s scheme cannot differentiate the
dropping behavior of malicious nodes from normal nodes
who drop with valid reasons. As a result, Li's scheme pro-
duces high false positive rate, making nodes miss many
transfer opportunities with good relays and thus adds more
delay to the message delivery time.

As seen in Fig. 14c, the delivery ratio of MDS and SDBG
are not significantly different, which is at least 0.72 for
Prophet and at least 0.99 for Maxprop. Li’s scheme can sus-
tain the delivery ratio of about 0.96 for both Maxprop and
Prophet. MDS and SDBG can achieve higher delivery ratio
in Maxprop but lower delivery ratio in Prophet than Li’s
scheme. Compared to Maxprop, Prophet floods more mes-
sages for relay per encounter, leading to inefficient use
of buffer storage. In Prophet, Li’s scheme reduces a lot
of relays due to its high misjudge rate, making the use of
buffer more efficient and achieving a higher delivery ratio.

5.3.2 Countering Collusion Attack

Fig. 15 plots the network performance in the context of col-
lusion attack. As seen in Fig. 15a, the number of wasted
transmissions of MDS is in the range of [90,000-180,000] in
Prophet and [13,000-30,000] in Maxprop. As MDS cannot
detect the collusion attack at all, attackers are not prevented
and the number of wasted transmissions thus increases line-
arly with the dropping probability. Whereas in SDBG, the
amount of wasted transmissions can be kept at 18,000 and
8,000 in Prophet and Maxprop respectively. As SDBG can
detect colluders accurately, the number of wasted transmis-
sions is kept stable with varying dropping probabilities.

(b) Delivery delay.
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(c) Delivery ratio.

SDBG can reduce the wasted transmissions by at least 1.5 x
compared to MDS and works especially efficiently in the
presence of high dropping-probability attackers.

As seen in Fig. 15b, the average delivery latency of both
MDS/SDBG is at most 630 seconds and 500 seconds in
Prophet and Maxprop. As seen in Fig. 15c, the delivery ratio
of MDS is lower than 0.7 in Prophet and about 0.99 in Max-
prop. Whereas, the delivery ratio of SDBG is above 0.7 in
Prophet and about 0.99 in Maxprop. It is observed that
SDBG incurs a larger or equal delivery ratio and shorter
delay compared to MDS but the difference is not so signifi-
cant. Prophet and Maxprop are both replication-based rout-
ing protocols which allow a packet to be replicated and
transmitted in multiple paths. Even if an attacker drops a
packet in one path, the packet still has a chance to reach the
destination via other paths. As a result, though MDS cannot
detect and exclude collusion dropping attackers, it still
achieves a comparable delivery ratio with SDBG.

In Li’s scheme, the number of wasted tranmisions is the
lowest and the delay latency is the worst among the three
schemes, which is also attributed to the high misjudgement
rate. Although Li’s scheme can deal with colluding adver-
saries, the high false positive rate results in the under uti-
lisation of network connectivities. In contrast with Li’s
scheme, SDBG can detect attackers with high accuracy and
low false positive. Most normal nodes are not excluded
from the network by mistake so that the contact opportuni-
ties are exploited more efficiently and the average delivery
delay is lower than Li’s scheme. The number of wasted
transmissions in SDBG is higher than Li’s scheme within
the simulation time because it needs more time to accurately
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(a) Number of wasted transmissions

Fig. 15. SDBG versus other schemes for collusion attack.

(b) Delivery delay.

(c) Delivery ratio.
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Fig. 16. Size of data overhead.

judge the misbehavior. However, in the long term, SDBG
can reduce the number of wasted transmissions as effi-
ciently as Li’s scheme because the malicious nodes are ulti-
mately blacklisted correctly.

5.4 Storage Overhead

There are two types of storage overhead: temporary and
permanent. The temporary overhead is the encounter histo-
ries of other nodes that are stored temporarily and deleted
immediately after the evaluation. The permanent overhead
for each node includes its own ER history and meeting list.
We only consider the permanent storage overhead. As each
node needs to keep w most recent records in its history, the
ER history overhead is:

Overheadrpr = w X sizegg. 4)

Fig. 16a shows an overview of the fields in the ER and
their corresponding sizes in bytes. The number of message
records in sending list SL/receiving list RL is estimated as
the average number of sent/received messages per ER. We
run a simulation and obtain the average number of records
as 20 for Prophet routing protocol. As a result, the average
size of ER is 4 x 5420 x 12420 x 12 +40 x 2 = 580B. As
w is set to 100 by default, the total storage overhead of ER
history is 100 x 580 B = 58 kB.

Each node also stores the meeting summary of all its
neighbors in ML, thus the ML overhead is:

Quverheady, = n X sizeys,

where 7 is the number of neighbors. For our simulation set-
ting, n is 39. As seen in Fig. 16b, the MS size is 16 B. The total
ML overhead is 39 x 16 = 624 B, which can be ignored com-
pared to the ERs overhead (58 kB). Therefore, we can con-
sider the total storage overhead as being equivalent to the
ER overhead which is 58 kB. This total amount of overhead
is affordable for mobile devices such as mobile phones and
negligible for notebooks.

5.4.1 Choosing Window Size

According to Eq. (4), ER history overhead increases linearly
with the window size w. Thus it is necessary to reduce w for
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Fig. 17. SDBG detection performance under varying window size.

nodes with very limited storage to reduce their overheads.
However, there is a trade off between the SDBG’s detection
performance and the window size. We plot the detection
accuracy and false positive over varied window size in
Fig. 17. The simulation setting is three groups of attackers
with four colluders in each group and the dropping proba-
bility is 0.6. Prophet routing protocol is used.

Fig. 17 shows that the larger the window, the higher is
the detection accuracy and the lower is the false positive
rate which SDBG can achieve. When w increases, the detec-
tion accuracy experiences a sharp increase at w of 30, then
stabilizes thereafter. A similar trend is observed for the false
positive rate. This fact allows nodes to choose smaller w that
can reduce the storage overhead significantly without
sacrificing the SDBG performance a lot. For example, devi-
ces with very limited storage can choose a medium window
size such as 30. This reduces the storage overhead by 1/3
compared to using window size of 100 but only degrades
the detection accuracy and false positive a bit compared to
the best SDBG performance. Nodes can choose an appropri-
ate window size that fits their storage availability and their
requirements on SDBG performance.

5.5 Mitigating Collusion Behavior-Switching Attack
We run simulations to demonstrate the effect of mitigating
the collusion behavior-switching attack (described in Sec-
tion 4.4) using SDBG. The simulation settings are as follows.
There are three groups of attackers with two colluders in
each group. The dropping probability is 1.0. The window
size is 100. The routing protocol is Prophet. The number of
runs is 10.

First, we set the malicious nodes to attack for a period of
T and to behave well for the rest of the simulation time. We
choose 7" based on the results of detection time in Fig. 11a
for the settings above. The average detection time over 10
runs is 6,829 s. For each run, we measure the minimum
detection time which is the shortest time to detect at least
one malicious node. After 10 runs, we obtain the minimum
detection time as 639 s and the average minimum detection
time as 2,230 s. We vary T from the minimum detection
time to the average detection time.

Fig. 18a shows the average detection accuracy of SDBG
over attack period 7. We observe that even when 7' is set to
the minimum detection time, the detection accuracy is low
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Fig. 18. Varying attack period 7.

(2 percent) but still larger than 0. When T is set to the aver-
age detection time, the detection accuracy can reach 100 per-
cent. This is because even when the attackers stop attacking,
parts of their misbehaviors are still reflected in their ER his-
tories. Thus, nodes that encounter the attackers early after
the attack period might detect the malicious nodes.

After the attack period 7', the reputations of the malicious
nodes drop and they need to behave well for 75 to recover
their reputations to the initial value T'R;,;;. Fig. 18b plots the
average and maximum recovery time over 7. It is noted
that when 7' is set to the average detection time (6,829 s), the
recovery time is 0 as all attackers are detected and cannot
recover their initial reputations at all. Besides, the average
recovery time is 3-6x larger than the attack period 7'. This
demonstrates that our reward/punishment scheme can
effectively mitigate the collusion behavior-switching attack.

Next, we set the malicious nodes to alternate between
bad and good behaviors for 7" and 75 respectively. For each
value of T', we set T to the average and maximum recovery
time obtained in Fig. 18b. Fig. 19 shows the detection accu-
racy over 1" under such setting. When 75 is set to the aver-
age recovery time, the detection accuracy is larger than 60
percent. Even when 7 is set to the maximum recovery time,
it is still possible for the attackers to be detected. Hence, to
avoid being detected, attackers have to decrease 7' and
increase 75, which in turn leads to insufficient attacking
periods. Moreover, the result also demonstrates that it is
hard for attackers to compute 7" and 75 accurately to conceal
their misbehaviors.

6 RELATED WORK

Cryptography provides networks with basic security
services such as authentication, message integrity and
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non-repudiation. Several works [20], [21], [22], [23] have
focused on designing cryptography schemes suitable in
DTN and applying cryptography to the links to secure
against malicious nodes. The cryptography approach can
protect networks from unauthenticated external adversar-
ies. However, it is not enough to defend against authenti-
cated internal adversaries who launch such attacks as
blackhole and greyhole attacks. Therefore, researchers
have proposed misbehavior detection schemes to detect
and mitigate insider attackers.

FBIDM [9] and MUTON [10] are proposed to detect
blackhole in DTN using Prophet routing protocol [17].
Attackers utilize the insecurity of Prophet to arbitrarily
increase its delivery predictabilities to absorb more packets.
Trusted ferries collect the history of latest delivery predict-
ability values of different nodes and cross-check the consis-
tency of claims from different nodes. The methods only
work for Prophet-based network. PMDS [11] involves a
trust authority to probabilistically investigate a suspected
node by collecting relevant secured evidences (contact, dele-
gation and forwarding history) over all the network. The
works [9], [10], [11] utilize the centralized server which
might become the central point of attack and they are not
suitable for distributed network.

Li and Das [12] suggests a distributed trust-based frame-
work in which the forwarding behavior of a node is
acknowledged by its next hop and a forwarding receipt is
sent out to other nodes to update its reputation. Li et al. [13]
is the first work to exploit contact evidences to defend
against blackhole attack. Authenticated encounter records
make it impossible for the adversary to claim non-existent
encounters and abuse them to forge routing metrics to
attract data. As the method cannot detect malicious packet-
dropping, it is not sufficient to thwart the blackhole attack.
In MDS [14], nodes exchange and use latest encounter
records to estimate the forwarding ratios for others and
assess them accordingly. The works [12], [13], [14] do not
consider cooperating misbehaviors and cannot defend
against collusion attacks.

Li’s scheme [15] suggests that each contact record records
the intial message buffer, sent and received messages dur-
ing an encounter. A misbehaving node dropping packets
received from the previous contacted node, will be detected
by the next contacted node as it can observe the disappear-
ance of packets in the message buffer records. However,
Li’s scheme produces high misjudgement rate of good
nodes as it cannot differentiate the dropping behavior of
malicious nodes and normal nodes.
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7 CONCLUSION

Blackhole and greyhole attacks are a serious threat to wire-
less networks, including DTNs. Existing solutions [9], [10],
[11], [12], [13], [14], [15] can defend against packet dropping
attacks in DTN but most of them fail to prevent the collu-
sion of malicious nodes. We propose a method SDBG that
can successfully prevent not only individual attackers but
also cooperating attackers. The simulation results show that
SDBG can detect colluding malicious nodes with high detec-
tion rate and low false positive rate when varying the num-
ber of colluding nodes and with a wide range of packet-
dropping probability and different routing protocols.
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